AVAYA Clinical Segmentation “done
@ﬂ@’ﬂgﬂThePowerofWe” I’ight” With Avaya SDN FX fOI’

Healthcare

The stark reality is that patients are at grave risk as
malicious attacks on exposed medical equipment increase.

Table of Contents When entering any hospital, we expect a secure environment
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Further Information ... 6 Recent research into the vulnerability of healthcare equipment has turned up
disturbing results'. Successful attacks are being mounted against the whole
array of networked medical equipment, ranging from infusion pumps which
deliver critical doses of medicines and drugs, to high tech MRI and radiology
systems. At times direct manipulation of the equipment has been attained with
little or no signs of such intrusion. The primary reason for this is that most of this
equipment still utilizes outdated operating systems and cannot be upgraded
due to regulatory compliance issues. However, there is a more subtle issue:
Application developers in the past may have assumed their equipment would
operate in an isolated and very simple network environment which is not the
case in modern, connected hospital environments. Areas of vulnerability range
from simple Distributed Denial-of-Service (DDoS) type of attacks to full
manipulation of the actual medical equipment due to weak application front
ends and little or no consideration to security in the application architecture.

While the first issue could, in theory, be addressed by updates to the regulatory
requirements, the second more subtle issue is much more complex and delves
into areas of both software and hardware redesign. Solutions to these
problems, however are years away. The reality is that we are at least a decade
away from any true resolution of the issues at hand unless something changes
fundamentally. An external and flexible solution is urgently needed, providing
the isolation and segmentation required to reduce the device exposure.

Not only are these devices exposed to cyber threats, they are also required to
be mobile by design, something the device manufacturers have not factored

' It’s Insanely Easy to Hack Hospital Equipment, ) . . )
WIRED into their designs and legacy networks don’t provide effective support for. Any
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Highlights

Recent research indicates
the exposure of medical
equipment to cyber attacks
posies a real threat to
patient wellbeing.

Most critical medical care
equipment is network
enabled and dependent,
and the trend is increasing.

Most of these systems are
regulated and are running
on antiquated operating
systems that are vulnerable
to malware, attack or direct
manipulation. Regulation
negatively affects the ability
of healthcare institutions to
secure the systems
themselves.

The Avaya SDN Fx
Healthcare solution,
co-developed with
healthcare institutions,
provides an end-to-end
solution, addressing the
problem but also massively
reducing operational cost.

The Avaya Open
Networking Adapter
provides a cost effective
distributed edge to provide
the relevant services to
medical devices while
helping to dramatically
reduce operational cost.

next-generation infrastructure solution will thus need to automate the process
end-to-end to reduce dependency on IT staff while providing smooth and
reliable operation on the ward and in the operating room while reducing
operational expense. Some larger institutions today are already supporting
thousands of mobile devices, hence inventory management is yet another
challenge.

In close collaboration with leading, large healthcare providers Avaya has
developed the Avaya SDN Fx for Healthcare solution, designed to address the
following key challenges:

1. Clinical Segmentation

Providing specific device network isolation, thus virtually segmenting the
infrastructure and isolating devices based on category and associated
policies. For example all MRI’s or equipment from a specific vendor could be
virtually isolated in a virtual service network together with the required back-
end imaging systems.

2. Flow Control

Having segmented the network and provided what the industry terms clinical
segmentation, the Avaya SDN Fx Healthcare solution provides healthcare
providers the ability to understand and control flows between devices in a
very granular fashion and apply them via group and/or device policies.
Continuing from the previous examples, flows could be limited to only permit
communication between the MRI and the imaging server for the purpose of
delivering image data but nothing else, thus further isolating the device and
protecting it against malicious activities.

3. Edge Automation & Mobility

Healthcare environments are complex. Adding to the complexity of all the
different services the infrastructure has to provide is the mobility of
healthcare devices. Providing ubiquitous mobility and providing edge
automation the SDN Fx Healthcare solution helps ensure that any Ethernet
port at any location provides on-demand service only to an authorized
device. This removes the need for edge port pre-provisioning or expensive
and time-consuming IT operations actions. This on-demand service to
authorized devices provides added security since edge ports are
unprovisioned by default. It allows medical staff to perform the required
activities without IT support, thus speeding up processes in time critical
environments while helping to reduce operational cost and complexity.
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The SDN Fx Healthcare
Solution is designed to
provide the benefit of
clinical segmentation

to fabric based networks
as well as legacy networks.

4.Inventory Management

With possibly thousands of mobile devices in large healthcare environments,
performing effective inventory management is a difficult challenge. The
Avaya SDN Fx Healthcare solution, however, provides a remedy, providing
detailed information on the amount and type of devices as well as their
network current location.

5. Ease of Management

Healthcare providers and their IT staff need to manage a complex healthcare
service environment. The Avaya SDN Fx Healthcare solution is fully
integrated with all required Avaya network management tools and provides a
simple, task-based and policy controlled web management interface. The
solution enables faster time to service with less complexity.

6. Ease of Deployment

Unlike networking devices, the number of mobile medical devices can easily
exceed ten thousand in large environments. Making it easy to quickly deploy
these devices by non-IT staff is a crucial advantage. Working together with
lead customers Avaya has developed a simple deployment process that is
supported by a smartphone or tablet based app, thus allowing facility and
other non-IT staff to deploy the devices quickly and effectively while IT
operations maintains full control over on-boarding and policy.

7. Single Architecture end-to-end

The SDN Fx architecture underpinning the solution provides a single and
unified architecture end-to-end, within a single building, spanning a campus
or even globally. It’s one architecture, one set of processes, one system. No
more complex processes and technology but an easy to use, easy to deploy
and easy to operate healthcare offering meeting the needs of a modern
healthcare environment.

In summary, the SDN Fx Healthcare solution, based on the input and needs of
our healthcare provider customers, is a market leading offering and the first
solution of its kind designed specifically around the healthcare industry’s needs.

Avaya SDN Fx - The components of the Healthcare
SDN Fx Solution

Avaya’s SDN Fx is a series of automated fabric extensions that have been
developed to facilitate next generation SDN requirements. Unlike other
providers who solely focus on data center automation, Avaya has focused on
providing a wide palette of service extensions and closer application
infrastructure control instead, providing organizations with foundational
simplicity and effective control and automation in the infrastructure. These
services can be summarized into five major categories.

avaya.com | 3



Fabric Connect (FC)

Avaya Fabric Connect is an Ethernet fabric technology based on IEEE 802.1aq
Shortest Path Bridging (SPB) and is a direct ancestor to Provider Based
Bridging/Provider Based Transport (IEEE 802.1ah). As such a more secure and
segmented solution is provided. This legacy is extended in Fabric Connect to
provide more secure isolated communities of interest. We refer to these
constrained service domains as Virtual Service Networks (VSN). These are
service domains that are totally invisible to IP scanning techniques. The
reason for this is that Fabric Connect does not use the IP protocol as a utility
to establish service paths. Further, no discovery or reachability is possible if
the communities of interest are properly constructed. We refer to this as
Stealth Network Services. These communities are validated and authorized by
our ldentity Management portal into the Fabric provided by Avaya Identity
Engines (IDE). This secure framework can be leveraged to provide for secure
separation in multi-tenant/multi-instance situations where other legacy
technologies struggle with complex multi-protocol overlays. Avaya Fabric
Connect holds all service and topology information within a secure and
distributed database environment that is held by every switch within the
fabric. The end result is a more secure fabric with unmatched topological and
geographic reach.

Fabric Attach (FA)

Avaya Fabric Attach technology allows native Ethernet edge devices to
negotiate service connections based on the secure authentication and
authorization practice that can be enforced by Avaya’s policy engine, Identity
Engines (IDE). This signaling technology will be ratified within IEEE 802.1Qc;j
as “auto attach”. Additionally, the code has been placed into Open Source by
Avaya and Avaya has, in collaboration with partners, integrated and
submitted the code into the Open vSwitch.

Fabric Extension (FE)

Avaya Fabric Extension allows Fabric Connect to provide elastic service
extensions that can provide a more secure segmented connectivity to
services. This can occur with direct Fabric connections, a key feature of Fabric
Connect, or can be facilitated over service profiled IP / MPLS paths or non
SPB capable Ethernet equipment. This evolution allows for ubiquitous
connectivity to the core enterprise fabric and allows for the rapid and simple
extension of the fabric domain and its benefits.

Fabric Orchestrator (FO)

Avaya Fabric Orchestrator provides the control and management of the
integrated SDN Fx environment. It coordinates Virtual Network Services and
their secure extension based on the authentication and authorization
provided by IDE. Avaya Fabric Orchestrator also serves as a full SDN
controller/gateway to manage interfaces into SDN program environments.
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e Open Networking Adapter (ONA)

Avaya Open Networking Adapter is a cost-effective, high performance
intelligent edge platform linking the Fabric with the healthcare devices and
providing the necessary functionality. It provides for an effective platform to
support present and future SDN Fx functionality at the service edge and is
unigue in the industry.

* The SDN Fx Healthcare Solution

The SDN Fx Architecture is the core of the solution and provides the
“intelligence”, policy and control of the end-to-end solution. The solution is
an application that was developed by Avaya specifically for the healthcare
industry in close cooperation with our customers. The solution provides all
the components pertaining to the deployment workflow, the clinical
segmentation, device (group) policies, control as well as the inventory

and status management. The solution also provides the single point of
management pertaining to the clinical segmentation solution and as such
provides a healthcare view into a complex infrastructure, thus increasing
manageability and helping to lower operational cost.

The figure below conceptually illustrates the clinical segmentation that the
SDN Fx architecture provides, orchestrated by the SDN Fx Healthcare
Solution.
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About Avaya

Avaya is a leading, global provider of customer and team engagement solutions and
services available in a variety of flexible on-premise and cloud deployment options.

Avaya’s fabric-based networking solutions help simplify and accelerate the deployment
of business critical applications and services. For more information, please visit

www.avaya.com.

In summary

Why wait until your environment is compromised and your patients are placed at risk?
The Avaya SDN Fx Healthcare solution addresses today’s challenges today with a
comprehensive and extensible end-to-end solution - a solution that was co-developed
with healthcare providers for healthcare providers!

Further Information

For further information on Avaya SDN Fx, its components, overviews and uses cases,
please visit avaya.com/sdn

Provide

FEEDBACK

for this
document

© 2015 Avaya Inc. All Rights Reserved.

Avaya and the Avaya logo are trademarks of Avaya Inc. and are registered in the
United States and other countries. All other trademarks identified by ®, TM, or SM
are registered marks, trademarks, and service marks, respectively, of Avaya Inc.

04/15 « MIS7741 avaya-com | 6


http://www.avaya.com
http://webengage.com/s/~5ii3oo6/?data(doctype)=WhitePaper&data(title)=SDN_Fx_Healthcare&scope=1399582700502
http://www.avaya.com/sdn

